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’I'he Technlcal BSb Conference
High value. Low ( cost. So methmg for Eeveryone.

» FreeBSD Developer Summit (RI2HT[H)
WGICah N TaEime /Ny AY
EBE7LEYORES &5

» Talk Session (#¥2HR)
— A TEFE. 20153435 kv o
A D YouTubelcHh D £9 (3%)

% https://www.youtube.com/playlist?list=PLWWOCjV-TafYONgFDvD4k31CtnX-CGn8f
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High value Low cgst Sonm_t_:fl;ylg for everyone

» JI\1 =74k > ApplehME > TWBproplistd &
ST, Jetc BEICHBDHRET J
1ILDERZH—LLDEWVND
UCL for FreeBSD =3

A universal config

language for (almost)
everything in FreeBSD

Allan Jude -- ScaleEngine Inc.
allanjude@freebsd.org twitter: @allanjude

2015/6/30 (c) Hiroki Sato 9 /23



http://people.allbsd.org/~hrs/sato-FBSDW20150630.pdf
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High value Low cost. So methmg for everyone.

» N1 714k > ApplehME-> T WS proplistd &
S, Jetc BEICHBERET 7

newsyslog.conf(5) before: ’r)[/@%ﬂ%%ﬁ_ LJ cJ: 5 t L\ 5

Ivarflog/messages 644 S5 100 @0101T JC

After: EE o
mylodfile: {

filename: “/var/log/messages” > %Z:E"]L:JSON ﬂgfﬁo

mode: 644

count: 6 » libucl& > T )l/jlzl 7\\5 = \/7\\%
size: 100kb D1—F+4YF~o %ﬁﬁ%t‘]o
create = yes > ifc:\léilﬁ(lio

compress = Xz

}

include “/usr/local/etc/newsyslog.d/*.conf”

when: “@O0101T" /* this could be written in crontab(5) style? */
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The Technical BSD Conference
High value. Low cost. Something foreveryone.
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CheriBSD: a research FreeBSD
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BSDCan, Ottawa, Canada

il » Rethinking the hardware-

software interface for
security

2015/6/30 (c) Hiroki Sato Il /23



http://people.allbsd.org/~hrs/sato-FBSDW20150630.pdf

» I\1Z14 K

Capsicum

C

Capsicum

2015/6/30 (c) Hiroki Sato

® Hybrid capability model: OS APIs for
application compartmentalization

® Out-of-the box in FreeBSD10.0
® Growing number of FreeBSD
programs are using Capsicum out-of-

the-box: tcpdump, auditdistd, hastd, etc.

® Casper framework offers services to
sandboxes (e.g., DNS, socket server)

® Google has published a Linux port

Capsicum: 7 —/XEJ 74 X—

ADEFa1 VT EZRS
5 D AP
g—INEY T DIEERE

POSIX APID R FICHF e %,
70O+t REdFZEN,
7TV T—3>00D
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BSDCan 2015

'I'he i lcalBS1 C onfer?nce
High value Low cost So metl:}ng for everyone.

» I\1Z14 K

CHERI capabilities

Base [64]
Length [64]
Permissions [32] |[Type [24]
Offset [64]

® Unforgeable
® Monotonic length and permissions
® Tagged memory protects capabilities

® Checks apply only on dereference
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CHERI: Capability Hardware
Enhanced RISC Instructions
A VI IRTICT—/INEY T«
DIEEE & 1=t % (fat pointer)
7 TIT—2 3 DHFT,
IRTDINA VI T EAN
FrviaEInd,
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BSDCan 2015
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High value Low cost. So methmg for everyone.
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» CheriBSD:
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FreeBSD/mips + 7 —/\EU T«
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High value Low cgst %%nm%wg foel everyone

» I\1Z14 K

FreeBSD DCTCP highlight

» What is the average transmission time of 10
800KB transfers while 2 long flows are running

in the same |ink?
TCP (NewReno) : 252. 7 msec
DCTCP: 82.5 msec
One-sided DCTCP: 89. 4 msec

Using BSP DCTCP achieves faster data
transfer than using TCP not only in the
fully deployed network but also in the
partially deployed network.
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DCTCP
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» I\1Z14 K

FreeBSD DCTCP highlight

» What is the average transmission time of 10
800KB transfers while 2 long flows are running

in the same |ink?
TCP (NewReno) : 252. 7 msec
DCTCP: 82.5 msec
One-sided DCTCP: 89. 4 msec

Using BSP DCTCP achieves faster data
transfer than using TCP not only in the
fully deployed network but also in the
partially deployed network.
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» QEMU Z{E-> T, BWY VT
FreeBSD/arm @D/ o —I %
BET D HE,

Embedded FreeBSD Development

and Package Building
Via QEMU

Sean Bruno, sbruno@FreeBSD.org

Stacey Son, sson@FreeBSD.org
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Only CPU is emulated.
MMU, 1/O, etc. are not.

* System calls are
translated to host calls
and/or emulated.

e Can use native host tools
for cross development.
Cross debugging and
testing.

2015/6/30 (c) Hiroki Sato

User User User

Emulatlon Emulation || Emulation
APP APP App

N
Emulated Emulated
Syscall Syscall
Shims Shims

Syscall
Shims

v

Emuiated
Host Kernel, Pseudo Drivers

QEMU ZfE> T, BWY VT
FreeBSD/arm /Ny o —3 %
BRI DHE,
1—YETE—-—RIZzL—Y3Yv
=CPUfZI7Zz=a2L—Y 3> 0L,
VAT LAODA—I)VIFERT B,
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R

The most amazing software
you'll never see.

 'imgact_binmisc.ko' is a kernel image activator
that will invoke an user-level emulator or
interpreter based the binary header of the file.

e binmiscctl(8) is a command-line utility that is
used to load the kernel module (if not already
loaded) and configure the interpreter/emulator
path for a set of magic bytes and mask.

e Part of FreeBSD since 10.1.

2015/6/30 (c) Hiroki Sato

QEMU ZffE> T, BWNY VT
FreeBSD/arm @D/ o —I %
BRI DHE,
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’I'he Te@lcal BSb Conference
High value Low cest. So methmg for Eeveryone.

» N1 T4 bk » QEMU %ZfE>T, WYYV T
FreeBSD/arm O/\y T —3 %
x86 Host BRI 5 HE.
""'ARM Binary"“ » I—HE—RIZazL—Y3V
=CPUfCITZzaLl—>3> 0.
2out —arg VAT LADA=I)VIEERT B,
| . » T0.1RM™M5 A>Tz binmisc &L
e - SimgactzfE> &, I—L AN
/usr/bin/qemu-arm a.out --arg e N 9 7&1% > TINAF
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2015/6/30 (c) Hiroki Sato 20 /23



http://people.allbsd.org/~hrs/sato-FBSDW20150630.pdf

("/ Current State of

/) QEMU Cross Building

 The ports cluster is building packages for arm,
mips, and mips64. Nearly 50,000 packages!

- Over 20,000 for arm, 15,000 for mips and 12,000
for mips64. (All coming to a pkg.FreeBSD.org near

you.)
 Aarch64/ARM64 support is mostly there

- Have cross built a handful of packages (e.g. vim-
lite)

- Missing some threading/_umtx_op() stuff, etc.

* QEMU- Sparc64 and PPC will run simple
static binaries.

https://wiki.freebsd.org/ QemuUserModeHow o
https://grithub.com/seanbruno/gemu-bsd-user/tree/bsd-user
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Monolithic Operating
System

Quter Kerne

Nested Kernel

Write Protection Virtualize
Service Supervisor Mode
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Monolithic Operating
System

MRS 5
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Nested Kernel 5 -2 7— C 5 ?

Service Supervisor Mode

Write Protection Virtualize =_1— I\\\ % % % ?@ i_ %
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- > LUREBHS mmap() B DEL LK
T 2.

LMBENCH Syscall Overheads

-

w
v

B Perspicu0S

O Syscall Logging
B System Call Table

M Shadow Process List

Overheads Relative to FreeBSD 9.0

null syscall open/close  mmap  page fault  signal signal fork + exit fork + exec
handler handler
Install delivery

LBMENCH Test
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> SA

» FreeBSD-SA-15:09.ipvb
RAZES &, RARDIRYTYIY N ZNSKERETESDD
T, DoSTESU»A. EE>2TCAD W, EFEIH,

» FreeBSD-SA-15:10.0penssl|
Diffie-HellmanB2B DK Z512blc & & T ,E (logjam),
768b UEU »iaWE# KD ICiR> e, BREIANE,

70K JVRA— b SER-FREE-iE S {E-MAC
5) DHE-RSA-AES128-SHA]1
(TLSIZPerfect Forward Secrecy® B#J T DHE or ECDHE%{#ES)
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mx T D FhrH

» EN

» FreeBSD-EN-15:05.ufs
10.IRTA VAN —F%E>cBE. freebsd-updateEE D
HIEETEES. &EWSF, —EEBIRON/OFFI % &85,
SU+J 7w ROy 7, EBRH,

» FreeBSD-EN-15:06.file
file(1) T DOSHNTZE 5, H\. ZDINy FZ= T3 Efile(1)H
xlocaleZz{ES KD IC# D, xlocaleD/\T ZFEATEL S &L
ST EMEE, f=ffWExlocaleEN(15:09) % (g,
HiEs &,
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mx T D FhrH

» EN

» FreeBSD-EN-15:07.zfs

ZFSOTRIM/UNMAPZES & e RICIKNZw 7T BT & &,
AEVY—T%ZEUT. ZBEE,

» FreeBSD-EN-15:08.sendmail
SA-15:10.0penssI®OEFEWVWT 512b ODHEMMEZ < - 1o
Dlc. sendmail B* 512b ZEWEITL S &9 B,
DH/INZ X —5 ODB4RbNE, BiREf~E,

RF/INY FHREDBMNSTcDT, BFHFIESNEKT
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EN (FEHTHEW)

» FreeBSD-EN-15:09.xlocale
setlocale()M (X7 WL\ Tuselocale() 72 17 Tlocale APIZ{EE S
E95E, EUCREDIYOA—FTw I TTAT S LT Ty
319 5,

v

» FreeBSD-EN-15:10.iconv
UTF-7OMIBAE N LUWVWDTELU .
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