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eventtimer

» % systat -vm 1

(| kterm - hrs@alph.allbsd.org:fusrfports fdevelfsubversion X
31 users Load 0,10 0,13 0,09 Dec 26 14:09

Mem: KB REAL VIRTUAL YN PAGER  SWAP PAGER
Tot  Share Tot share Free in out in out

Act 400306 42320 6685040 105052 669560 count

811 540780 44416 6734796 136256 pages

Proc: _ Interrupts

r p d s w Csw Trp Bys Int Sof Flt 10f1t 16066 total

137 2 178 8 133 16k 51 Cow ehcal 16
_ zfod atapca(+
1.5¥Sys 0, 0%Intr 0, 0¥User 0, 0%Nice 98, 5¥Idle ozfoc ehc1l 23
| [ | | | | | | | Yozfoc 2008 hpet(:t0
= daef1 2008 hpet(:tl
) ) 30 dtbuf prcfi 2008 hpet(:t2
Name1 Name-cache Dir-cache — 213542 desvn totfi 2008 hpet(:t3
Calls hits § hits § 179715 numwn react 2008 hpet(:
7 7100 2330 frewn pdwal 2008 hpet(:

_ 109 pdpgs 2008 hpet(:
Disks ada) adal ada2 da0 dal da2 da3 antrr 2008 hpet(:t7
KB/t 0,00 0,00 0,00 0,00 0,00 0,00 0,00 1181692 wire hdac() 264
tps 0 0 I I (0 ] 0 283160 act 2 bgel) 265
MBIS 0,00 0,00 0,00 0,00 0,00 0,00 0,00 5948184 1nact

%busy 0 0 0 0 0 0 73100 cache

h96460) free
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eventtimer

» % systat -vm 1

(| kterm - hrs@alph.allbsd.org:fusrfports fdevelfsubversion X
31 users Load 0,11 0,13 0,09 Dec 26 14:08

Mem:KB REAL VIRTUAL YN PAGER  SWAP PAGER
Tot  Share Tot share Free in out in out
Act 453044 43612 6791584 106928 667856 count
811 543936 45708 6841340 138132 pAages
Proc: _ Interrupts
r p d & w Cesw Trp Bys Int Sof Flt 10flt 89 total
138 2 138 7 129 83 28 COW ehcal) 16
. zfod atapca(+
0,5%5ys 0, 0%Intr 0, 0¥User 0., 0%Nice 99, b¥Idle ozfoc ehc1l 23
| [ | | | | | | | | ¥ozfoc 29 hpet(:t(
daefr 3 hpet:tl
) 6 dtbuf prcfr 4 hpet():t2
Name-cache Dir-cache — 213542 desvn totfz 3 hpet():t3
hits ¥ hits § 179715 numvn react 1 hpet):td
3 3 100 2379 frevn pdwal 2 hpet(:th
_ 109 pdpgs 41 hpet():t6
Disks adal) adal ada? da) dal daZ da3 antrr 3 hpet(:t7
KB/t 0,00 0,00 0,00 0,00 0,00 0,00 0,00 1181936 wire hdac() 264
tps 0 () () () () ) i 284448 act 3 bgel 265
MB/s 0,00 0,00 0,00 0,00 0,00 0,00 0,00 5948356 inact
¥busy 0 0 0 0 0 0 0 73100 cache
L] 534756 free

» kern.eventtimer.periodic z 1 [CT B ERD
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kterr - hrs@alph.allbsd.ore:fusr/ports fdevel fsubversion

hrs@alph % dig www, freebed, org

; (O DIG 9,9.6-P1 {3} www, freebsd, org

;3 2lobal options: +cmd

;5 Got answer: _

;3 —+HEADER{{- opcode: QUERY, status: NOERROR, id: 41779

;3 Tlags: qr rd ra; QUERY: 1, SNSWER: 2, AUTHORITY: 13, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDN5: wersion: (), flags:; udp: 4096
;3 QUESTION SECTION:

;ww, Treebsd, org, IN

;5 BNSWER SECTION:
wiw, Treebad, org, IN CNAME  wiel, vev, Treebed, org,
wfe(, yov, freebad, org, ¢ IN 4 8.8,178, 110

;; AUTHORITY SECTION:

290093 1IN A b, root-gervers, net,

290093 1IN 1, root-servers, net,
290093 1IN 5 e, root-servers, net,
290093 1IN m, root-servers, net,
290093 1IN a, root—-servers, net,
290093 1IN ) h, root-servers, net.,
290093 1IN d, root-servers, net,
290093 1IN k, root-servers, net,
290093 1IN 5 f, root-servers, net.,
290093 1IN 1, root-servers, net,
290093 1IN g root-gervers, net.,
290093 IN ) J. root-servers, net.,
290093 1IN ¢, root-servers, net.,

;53 Query time: 1 meec

;5 SERVER: 127, 0,0, 1#53(127, 0,0, 1)

;3 WHEN: Fri Dec 26 14:40:44 JST 2014
3 MSG SIZE reovd: 294

. hrs@alph & |
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- NI ubversion X
-—hl s@alph % drall www, freebsd, org

. £ F LIEELII, Y, uyl..uuc WULNLy LUUUG. Luuum\un, AU,

399()
; Tlags: qr rd ra ; QUERY: 1, ANSWER: 2, AUTHORITY: 13, ADDITIONAL: 0
¥ QUESTION SECTION:
;5 www, Treebad, org, IN )

> C ;5 ONSWER SECTION: )
www, Treebsd, org, hdh IN CNAME  wfel, ysv, freebed, org,
wfe(, vov, freebad, org, IN i) 8.8.178, 110

;3 OUTHORITY SECTION:
290061 IN NS a, root-servers, net,
290061 1IN ) J, root-servers, net,
290061 1IN LS h, root-servers, net,
290061 1IN 1S m, root—-servers, net,
290061 1IN ) g, root-servers, net,
290061 1IN 1S b, root-servers, net,
290061 1IN : k, root-servers, net,
290061 1IN ) 1, root-servers, net,
290061 1IN d, root-servers, net,

230061 IN NS e, root-gservers, net,
290061 1IN LS 1, root-servers, net,
. 290061 1IN ¢, root-servers, net.,
5 290061 1IN 1S f, root-servers, net.,

;3 ADDITIOWAL SECTION:

;3 Query time: 5 meec

s SERVER: 192, 168 0, 90

s WHEN: Fri Dec 26 14:41:16 2014
MSG BILE rovd: 283

hrs@alph § []
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» /etc/namedb, /var/named HVE A 7=

» dns/bind910 ZANZEXL &S
» /usr/local/etc/namedb Z{E->TL f£E LN

» FreeBSD 9% /BIND 9.8%F C%&{#E>TWlzAlL...
» dns/bind910 ICid chroot #EEAH D £ A,

» BIND 9.10 Z\B179 5 &
slave zone 7 747 #—~Nv D ZPL D XTI,
IPv6 TDlisten® 77 A )L N TADET
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» FreeBSD 9% /BIND 9.9%F CZ&{E>TWAIlZ...

» dns/bind910%Z 1 >V X =)L U 1=%&.
/etc/namedb © U < [&
/var/named/etc/namedb %
/usr/local/etc/namedbEBEEH#Z F U &£ 5

» Tln -s /usr/local/etc/namedb /etcy & LT
symlinkz® =D FU & 2

» SETOREZZEZ L IZIFNIE. named.conf [C
RDBEZANTUL LD

namedb/named.conf

options {
listen-on-vo6 { none; };
masterfile-format text;

b
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O O
101101 ) 102 190.168.2.0/24
102 : 2
| O%\‘ 0) % % 7'3_ server-C server-A server-B

hostname="server-A"
ifconfig emO="inet 192.168.2.1/24"
ifconfig em0 alias0="vhid 1 pass testtest alias 192.168.2.101/32"

hostname="server-B"
ifconfig em0O="inet 192.168.2.2/24"
ifconfig em0 alias0="vhid 2 pass passpass alias 192.168.2.102/32"

hostname="server-C"

ifconfig emO="inet 192.168.2.3/24"

ifconfig em0 alias0="vhid 1 advskew 100 pass testtest alias 192.168.2.101/32"
ifconfig em0 allasl—"vhld 2 advskew 100 pass passpass alias 192.168.2.102/32"
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O O
101101 102} 192 168.2.0/24
102 N 2
9 % D) % = 7'7_ server-C server-A  server-B

hostname="server-A"

cloned interfaces="carp0O"

ifconfig em0="inet 192.168.2.1/24"

ifconfig carpO="vhid 1 pass testtest alias 192.168.2.101/24"

hostname="server-B"

cloned interfaces="carpO"

ifconfig emO="inet 192.168.2.2/24"

ifconfig carp0="vhid 2 pass passpass alias 192.168.2.102/24"

hostname="server-C"

cloned interfaces="carp0 carpl"

ifconfig emO="inet 192.168.2.3/24"

ifconfig carpO="vhid 1 advskew 100 pass testtest alias 192.168.2.101/24"
ifconfig carpl="vhid 2 advskew 100 pass passpass alias 192.168.2.102/24"
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SA-14:01.bsnmpd
SA-14:02.ntpd
SA-14:03.0penssl
SA-14:04.bind
SA-14:05.nfsserver
SA-14:06.0penssl
SA-14:07.devfs
SA-14:08.tcp
SA-14:09.o0penssl
SA-14:10.0penssl
SA-14:11.sendmail
SA-14:13.pam
SA-14:14.o0penssl
SA-14:15.iconv
SA-14:16file
SA-14:17.kmem
SA-14:18.0openssl
SA-14:19.1cp
SA-14:20.rtsold
SA-14:21.routed
SA-14:22.namei
SA-14:23.0penssl
SA-14:25.setlogin
SA-14:26.ftp
SA-14:27 .stdio
SA-14:28file
SA-14:29.bind
SA-14:30.unbound

14 January 2014

14 January 2014

14 January 2014

14 January 2014

8 April 2014

8 April 2014

30 April 2014

30 April 2014

30 April 2014

15 May 2014

3 June 2014

3 June 2014

5 June 2014

24 June 2014

24 June 2014

8 July 2014

9 September 2014

16 September 2014

21 October 2014

21 October 2014

21 October 2014

21 October 2014

04 November 2014

04 November 2014
10 December 2014

10 December 2014

10 December 2014

17 December 2014

201 §A11?4%6|{€§ Hiroki Sasmecember 2014

bsnmpd remote denial of service vulnerability

ntpd distributed reflection Denial of Service vulnerability

OpenSSL multiple vulnerabilities

BIND remote denial of service vulnerability
Deadlock in the NFS server

OpenSSL multiple vulnerabilities

Fix devfs rules not applied by default for jails
Fix TCP reassembly vulnerability

Fix OpenSSL use-after-free vulnerability

Fix OpenSSL NULL pointer deference vulnerability

Fix sendmail improper close-on-exec flag handling

Fix incorrect error handling in PAM policy parser

Multiple vulnerabilities

NULL pointer dereference and out-of-bounds array access

Multiple vulnerabilities

Kernel memory disclosure in control messages and SCTP notifications

Multiple vulnerabilities

Denial of Service in TCP packet processing.

Remote buffer overflow vulnerability.

Remote denial of service vulnerability.

Memory leak in sandboxed namei lookup.

Multiple vulerabilities.

Kernel stack disclosure.

Remote code execution.

Buffer overflow in stdio

Multiple vulnerabilities in file(1) and libmagic(3)
BIND remote denial of service vulnerability

unbound remote denial of service vulnerability

Multiple vulnerabilities in NTP suite

http://people.allbsd.org/~hrs/FreeBSD/sato-FBSDW20141226-1.pdf
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AsiaBSDCon
AsiaBSDCon2015

A Technical Conference for Users and Developers on BSD-based Systems
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