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Password expilration time [never]:
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hrs/admin@ALLBSD.ORG's Password:

Verifying - hrs/admin@ALLBSD.ORG's Password:
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kerberos5 server enable="YES"
kadmind5 server enable="YES"
kpasswdd server enable="YES"

# service kerberos start
# service kadmind start
# service kpasswdd start
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kdc enable="YES"
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» kadmind, kpasswdd DT —E >V DIFFAHET S

[libdefaults]
default realm = ALLBSD.ORG
[realms]
ALLBSD.ORG = {
kde = 192.168.2.1:88
admin server = 192.168.2.1:749
kpasswd server = 192.168.2.1:464

}
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+ kdc, kadmind, kpasswdd D FCE]

# service kerberos start
# service kadmind start
# service kpasswdd start

» Jetc/rc.conf DEREZ TN I
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e kadmin 2 E— " DS{FE>THS

$ kadmin -p hrs/admin add hrs@ALLBSD.ORG
hrs/admin@ALLBSD.ORG's Password:

Max ticket 1life [1 day]:

Max renewable life [1 week]:

Principal expiration time [never]:
Password expiration time [never]:
Attributes []:

» hrs/admin@ALLBSD.ORG TEREF UL T. KDCTF—HIXR—IX = HmE
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$ kadmin -p hrs/admin add hrs@ALLBSD.ORG
« 7Y 22 RILDHIER
$ kadmin -p hrs/admin delete hrs@ALLBSD.ORG
- U S A IADE SR
$ kadmin -p hrs/admin get hrs@ALLBSD.ORG
 TY Y INILVEEBRORE
$ kadmin -p hrs/admin modify hrs@RALLBSD.ORG

DD B U

% kadmin -p hrs/admin ext keytab -k /tmp/keytab hrs@ALLBSD.ORG
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- Jetc/krbS keytab Z{E D (root 21T DEEH D)

s ANV F—%

# ktutil get -p hrs/admin host/ hostname @GALLBSD.ORG
e
s IRA KT 22 IN)UICIE Thost/FOQDN@realmy & WS ARTZ 1T %,

+ Jetc/krb5.keytab (&root CEE AL D T, roottERTEITI 5 I &,
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OpenSSH

= — 1 ) 7

m

c 5p A& TETENES

# ktutil list
FILE:/etc/krb5.keytab:

Vno Type Principal
1 des-cbc-md5 host/hostB.
1 des-cbc-md4 host/hostB.
1 des-cbc-crc host/hostB.
1 aes256-cts-hmac-shal-96¢ host/hostB.
1 des3-cbc-shal host/hostB.
1 arcfour-hmac-md5 host/hostB.

2014/3/13 (c) Hiroki Sato

allbsd.
allbsd.
allbsd.
allbsd.
allbsd.
allbsd.

O—AIDET 7AILEEET EHHDY—)U

orgRALLBSD.
Org@ALLBSD.
Org@ALLBSD.
orgRALLBSD.
Org@ALLBSD.
Org@ALLBSD.

ORG
ORG
ORG
ORG
ORG
ORG

Aliases



OpenSSH

» OpenSSH D EXTE

+ GSSAPIAuthentication=yes Z &0 (F—/\ - V547> NOEA)

_-—

» /etc/ssh/sshd_config
» /etc/ssh/ssh_config

» $HOME/.ssh/config

* /etc/rc.conf

 BICERE DIHETR U
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OpenSSH

c{EFoTHLD

cFJ X1 —F U NNILDIEE

% kinit

hrs@ALLBSD.ORG's Password:

% klist

Credentials cache: FILE:/tmp/krb5cc 20001
Principal: hrs@ALLBSD.ORG

Issued Expires Principal
Mar 13 05:24:40 2014 Mar 13 15:24:40 2014 krbtgt/ALLBSD.ORGWEALLBSD.ORG
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OpenSSH

cEoTHLKLD

|<|n|t J1—HEZ{E-> TTGTZH - TL 211E,
o{T> &, LUBEOFEEEZ/IXRAT—RDAADTRE(C,

klist B D> TCWAF Ty haexRwRRNIHIVYR

5 kinit

hrs@ALLBSD.ORG's Password:

5 klist

Credentials cache: FILE:/tmp/krb5cc 20001
Principal: hrs@ALLBSD.ORG

Issued Expires Principal
Mar 13 05:24:40 2014 Mar 13 15:24:40 2014 krbtgt/ALLBSD.ORGEALLBSD.ORG

2014/3/13 (c) Hiroki Sato



OpenSSH

krbtgt/ALLBSD.ORG@ALLBSD.ORG

host/hostB.allbsd.org@ALLBSD.ORG

| hrs@ALLBSD.ORG |

KDC

hostA.allbsd.org

hostB.allbsd.org

| krbtgt/ALLBSD.ORG@ALLBSD.ORG | | host/hostB.allbsd.org@ALLBSD.ORG |
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kinrt

TGTIFK

OpenSSH

krbtgt/ALLBSD.ORG@ALLBSD.ORG

ho@hostB.allbsd.org@ALLBSD.ORG

‘ hrs@ALLBSD.ORG |

stA.allbsd.org

o

hostB.allbsd.org

krbtgt/ALLBSD.ORG@ALLBSD.ORG ‘ host/hostB.allbsd.org@ALLBSD.ORG |

DCHNSMD 3

2014/3/13 (c) Hiroki Sato
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OpenSSH

krbtgt/ALLBSD.ORG@ALLBSD.ORG

host/hostB.allbsd.org@ALLBSD.ORG ‘ hrs@ALLBSD.ORG |

KDC

OpenSSH

N N
hostA.allbsd.or hostB.allbsd.org
jE- / ’ \\/ I\ krbtgt/ALLBSD.OR : | host/hostB.allbsd.org@ALLBSD.ORG |
hrs@ALLBSD.ORG Sefsion host/hostB.allbsd.org@ALLBSD.ORG Self:ion
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OpenSSH

krbtgt/ALLBSD.ORG@ALLBSD.ORG

host/hostB.allbsd.org@ALLBSD.ORG ‘ hrs@ALLBSD.ORG |

KDC

hostA.allbsd.or

krbtgt/ALLBSD.ORG@ALLBSD.ORG

session
ke
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\ OpenSSH Eﬂ

O

hostB.allbsd.org

host/hostB.allbsd.org@ALLBSD.ORG

host/hostB.allbsd.org@ALLBSD.ORG

session
ke




OpenSSH

krbtgt/ALLBSD.ORG@ALLBSD.ORG

host/hostB.allbsd.org@ALLBSD.ORG

‘ hrs@ALLBSD.ORG |

KDC

session
ke

hostA.allbsd.org

JloEhosin

session
ke ,
N

hostB.allbsd.org

| krbtgt/ALLBSD.ORG@ALLBSD.ORG | | host/hostB.allbsd.org@ALLBSD.ORG |
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OpenSSH

c[Fo5THKLD
e HEIFTWDBHEED ssh TFI7tEX

% ssh -4v hostB.allbsd.org
OpenSSH 6.3, OpenSSL 1.0.le-freebsd 11 Feb 2013
debugl: Reading configuration data /home/hrs/.ssh/config

debugl: Connecting to hostB.allbsd.org [192.168.2.2] port 22.
debugl: Connection established.

debugl: Authentications that can continue: publickey,gssapi-with-mic
debugl: Next authentication method: gssapi-with-mic

debugl: Delegating credentials

debugl: Delegating credentials

debugl: Authentication succeeded (gssapi-with-mic).

Authenticated to hostB.allbsd.org ([192.168.2.2]:22).
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B2 Ch<{RNECH

« ZEEDNINVETZ D kinit TTGTZENE 9 B5/Z 1S

» TGTIE Hmp/krbScc_${UID} ICRFES 115,
B2 A% C &6 n[gE( KRBSCCNAME)

- TGTICIXBMERRDH D INd EZ/NAT—RKBAT]
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OpenSSH

.l:lIL:\ Sté:j\bv’f\b%@?

L - Kerberos FEEE CE A —YH X =BEH 1 2=

» AllowUsers, AllowGroups A 7> 3 Y Z{E WX U £ D

« T2 N)LAEUDE DX IR IE. ~/kblogih EWDS 7 71 ILZED

$ cat ~/.k5login
hrs@ALLBSD.ORG
foo@ALLBSD.ORG

+ foo@ALLBSD.ORG DF 7y k@ Ffo TWBI—H I,
ssh hrs@hostB.allbsdorg TAYA >~V TE 5

croot I—H O Y UIEWESLGEICEDS Z EDZ LY

2014/3/13 (c) Hiroki Sato



OpenSSH

- ssh-agent DK DIRZ EETES 7

TJAVHTIETT Y Nk T EED D D

+ ssh IC GSSAPIDlegateCredentials=yes Z &€ (77 #JL b [Eno)
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OpenSSH

s NFREFSREE FANE D O H
U NI ETI— T )N ic K BEEE
5P AEERS N TVWERWEFTEES 1178 L)

« JXAT— KD revoke DMESEICTE S

BEZSAS5DHDTIEZRLS, BEYERT
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login

—Ah)OT4 > THhFE>STHES

: PAM%’T%') TES nlD\nIE%%t]J D %

o

=

(€]

cat /etc/pam.d/system

# auth

auth sufficient pam ople.so no_warn
auth requisite pam opleaccess.so Nno_ warn
auth sufficient pam krb5.so no_warn
fauth sufficient pam_ssh.so no_warn
auth required pam unix.so no_ warn
nullok

.\

F= I RANZU I NN)LD IRV E

/4

2014/3/13 (c) Hiroki Sato

no fake prompts
allow local

try first pass
try first pass
try first pass

nlt,\n]_.Eb\\}iZIjJ L/ cKt_,_/U |



login

gyl . HENIICTGTZE > T L5

login: hrs
Password:

% klist
Credentials cache: FILE:/tmp/krbb5cc 20001
Principal: hrs@ALLBSD.ORG

Issued Expires Principal

Mar 13 06:08:39 2014 Mar 13 16:08:39 2014 host/hostB.allbsd.org@ALLBSD.ORG
Mar 13 06:08:39 2014 Mar 13 16:08:39 2014 krbtgt/ALLBSD.ORGRALLBSD.ORG

2014/3/13 (c) Hiroki Sato



BIND

o TSIGEREE 7 kerberos T{T > Z & HVE]EE

R C ERR

- SERTOBNZ. kinit ZFENTE>TL

’TSlGI:IlL:\I:IJ_.E j:-lj- /\Fﬁlﬂ—('fﬁj — t%@%b\
» nsupdate Z{%E > 7=l
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EDPHO T
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)
i
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4
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BIND

krbtgt/ALLBSD.ORG@ALLBSD.ORG

DNS/ns.allbsd.org@ALLBSD.ORG ‘ hrs@ALLBSD.ORG |

<tutil

hostA.allbsd.org

s.allbsd.org

| DNS/ns.allbsd.org@ALLBSD.ORG |




BIND

NERE T — X ) ))& LT
host/FODN TId7: < TDNS/FODN, Z{ES

« ZDT7 Y2 UIN)IE. named UDMEIDIRWD T, Jetc/krbS keytab T I 7R
<. BlD7T 7A)L Jetc/namedb/named keytab ICPRTF T B

# ktutil -k /etc/namedb/named.keytab get —p hrs/admin DNS/ hostname’
# chown bind /etc/namedb/named.keytab
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BIND

+ BIND O DDNS (T GSS-TSIG ZRE T %
- options ©¥ & 3 V[T tkey-gssapi-keytab

- zone Y 3 VIC grant X2 A5

options {
tkey-gssapi-keytab "/etc/namedb/named.keytab";
b

zone “allbsd.org” {

update-policy {
grant hrs@ALLBSD.ORG wildcard * ANY;
grant "DNS/ns.allbsd.org@ALLBSD.ORG" wildcard * ANY;

I
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s 2472k

- kint UTTGT Z=HUS

- nsupdate -g ZF1T (H U < I& gsstsig =

gsstsig

realm ALLBSD.ORG

server 133.31.130.32

local 133.31.130.32

zone hrslab.org.

update add www.hrslab.org.
show

send
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BIND

600 A 133.31.130.32




BIND

s nsupdate Z HEN TP D 72\, o & Xl cron T kinit 5 ICIE ?

cREHSHMUBHKDCHSED HUTHEIFIEFEL

ER U —ERBENTHEZ DD, BETFDHI &,

% kadmin ext keytab -k /tmp/foo.keytab foo@ALLBSD.ORG

% kinit -t /tmp/foo.keytab (/N\AT7—KRIIFRE)

« T D kinit Z crontab ICE T IFXEATEIL
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BT S CCFhrican

» Kerberos Z{&> I |3, :
ES5H - b—ERQIOMBD T >V VINILDRE

 SSH & A—T ERRA NT U > 2 /X)L (host/FQDN)
BEINBREE T s X U 2 2 /X)L(DNS/IFOBIN)
Re i U NV ES DD FNY =2 PIVIEEWNEs
s H—ERAICIEERBRIT—IR—AH'H S
e e U E X ZEEFO[ TS5 E S

» SSHIFMA B ZTE U R IT N lE/etc/passwdlCp B2 DNE DD ITZ2 R %
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BT S CCFhrican

« ZU 2 INILD#EIE. KDCHhSEIDIET ZENTES

D HTE, INRART—RIFESKHLLLGS

ckint 5D &, BEEDLITDEILED

s 2 T U > XL DRFEIFED L CEE oia UhiE
» SSH H—/\(d/etc/krbS.keytab Z FEA TS

* BNDD AT (& /etc/namedb/named.keytab Z {5 > fc

+ JRRAT— R LA TEWCWEICIEED H9

HENDERDDZDT, BOHIFWETMER
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Apache, curl

« HTTPD:25E%Z KerberosT

« HTTP Basic S2EF%&Z KDC DJXAT— R TITS

* SPNEGO: 5B X & B 7% Kerberos 52:IF over HTTP
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Apache, curl

- Apache DEXTE
» mod_auth_kreb Z3 BN L. AuthTypeZ Kerberos IC 9 %
B —EXT7 )2 /N)LE LT HTTP/FODNZ DK 20 E 5 D

» Z DHTIE /usr/local/etc/httpd.keytab [CE WLV T LS

LoadModule auth kerb module libexec/apache22/mod auth kerb.so

AuthType Kerberos

Authname "Kerberos Login"
KrbAuthRealms ALLBSD.ORG
KrbServiceName HTTP/www.allbsd.org
Krb5Keytab /usr/local/etc/httpd.keytab
KrbMethodNegotiate on
KrbMethodK5Passwd off
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Apache, curl

iy S 2 AL THD

% curl —negotiate http://hrs@www.allbsd.org

s I—BZDEENNE

2014/3/13 (c) Hiroki Sato



Apache, curl

- Apache DEXTE

» KrbMethodNegotiate x off I U\ KrbMethodK5Passwd % on IC9 & &
BIRS/INAT— FEREEICTE S

LoadModule auth kerb module libexec/apache22/mod auth kerb.so

AuthType Kerberos

Authname "Kerberos Login"
KrbAuthRealms ALLBSD.ORG
KrbServiceName HTTP/www.allbsd.org
Krb5Keytab /usr/local/etc/httpd.keytab
KrbMethodNegotiate on
KrbMethodK5Passwd off
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KDC &

BB (S>> TEBRINE?

« KDC H38 B B EEFEAE TE /RN

NIy KT LT DERTEIL?
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uikg

eI ~on Yy

» /var/heimdal/kdc.log
* syslog (INFO)
c HEDENWPLT L EWVDT, &8 syslog ICTRIETT DH R L

/etc/krb5.conf

[logging]
kdc = SYSLOG
kadmind = SYSLOG
kpasswdd = SYSLOG
default = SYSLOG

/etc/syslog.conf

'kdc, kadmind, kpasswdd
* | x /var/log/kdc.log
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L — U
Qe = 5 ThECELGW - AL—T U —NRae2<5
» 73:51E2D: hprop  (&¥53%) & iprop (E7DERIX)
+ iprop DIE S HYFT L LY
) T

- KDCZRIU VY AYIEFHETDL S
c T—IN—RZREA=ES
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prop [AERDEXE

« YAYEDREUKDCZDL %

p—

+ kadmin -l init UT21&IC m-key Z XY AT M5 =
c B—EXTVVINIZEDLD

+ iprop/<N¥ A F IR A K &>

+ iprop/< A L —TRA M £&>

s BAITF—INR—R%ZDL D (—/I\DdH)

« /var/heimdal/slaves

s AL—T D7) N BETEAMATEL
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prop [RIHEAD

- ipropd-master % jtck

- ipropd-slave Z fCE

s (—I\)
(9747 1K)

+ 2121 /tcp THEIE U TRHEEA

# /usr/libexec/ipropd-master —detach

=JLr——
nxX AE

# /usr/libexec/ipropd-slave —detach <~N¥RXF¥TF—/NDRKRANZ>

- /usr/libexec/ipropd-master & /usr/libexec/ipropd-slave
(rc.d/ipropd_master; rc.d/ipropd_slave Z3EI19 % F )
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prop [RIEADEXTE

« 704 72 N DEFINRIE. /var/heimdal/slaves-stats [CEEEk = 11D
- NN THERI L BERZEAD

# cat /var/heimdal/slaves-stats
Status for slaves, last updated: 2014-03-13T11:18:48

Master version: 157

Name Address Version Status Last Seen

iprop/hrshome.allbsd.org@ALLBSD.ORG IPv4:192.168.2.4 157 Up 2014-03-13T711:18:18
N \\ ~r

B EDFE

« YAT message D7 (H—/\f]) [FEHBELUTRL
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AL—75—)\
- KDC H 2 Do e
* SRV RR Z3EMNY %

. /etc/krb5.conf IC kdc= {TZBI09 5

s HEFEFNICT o MILA—/INT S
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B1E D EH

fESIR—KFBESIEH

» kdc: 88/tcp, 88/udp

* kpasswdd: 464/tcp
* kadmind: 7/49/tcp

* Ipropd-master: 2121 /tcp
- NATZ R 5 I & IFAIEE

« HTTP 7OF % ES C & HAEE

» Jetc/krbS.conf ICIHETE (BHAERMAEIEE < EW)

[libdefaults]
http proxy = http://proxy.allbsd.org/
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EEER TR
+ KDC 18l

» kdc, kadmind, kpasswdd Z ¥CE) 9 %

*SRVRRIC. LILLAREY—ERPP RLAZIBET %
e

* SRV RR WY 1IE. kinit T BT TR L)

- PAM Z {5 T kinit S &2 DN EE

auth sufficient pam krbb5.so no warn try first pass
account required pam krbb5.so
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B GERAE

+ SSH D F#EEEEE & A S8 TEMIERR

cFHLUWY Y VEEMUTH, /ISRT—R/N\w Y1 %2EINT 3
WBEEZBRAIZ D ENTE S,

+ #2D revoke HMEREIC TE b,

s WMABDN > V| authorized_keys 7 71 )LZ AE—T 5,
BRATDIFBEETY,

c IRA MNEDNEFHFKSNTWBSEFUDELEEIEEIT U R WD T,
KDCED#HEZERIX. INTDREIFERIC
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S 5RBIAE?

- Kerberos DINY VLTV K TF—59R—XZLDAP{t
+ IDAPFRREE TR TE S
+ ActiveDirectory & KDC + LDAP
s UNIX M5 KDC ELTES Z & AR (Sambakk &)
D7 TV Ir—3Y
F7VT—232h GSSAPLHIEXRIGUTWESDE DDIHRNE D
s IS U TWWIIE. Kerberos TEREETZE 2 ABEMEN S

« SASL [ GSSAPI Z{ES CEMNTES
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- BEEHDEXTITH?
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