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AFS (Andrew File System) is a distributed, networked file system that
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> nlb\l:liEa) fe®lc M\?’M\E
» http://people.allbsd.org/~hrs/FreeBSD/sato-20140313.pdf

# kadmin -1 init ALLBSD.ORG
Realm max ticket life [unlimited]:
Realm max renewable ticket life [unlimited]:

[ Keamin 1 stash DL IV L%z RO THEHEE

Verifying - Master key:
kadmin: writing key to "/var/heimdal/m-key"

# kadmin -1 add hrs/admin@RALLBSD.ORG
Max ticket life [1 day]:
Max renewable life [1 week]:

Principal expiration time [never]: @%E 7 |J N /t}lj\t‘bu
Password expiration time [never]: — 1=/ I_ / ;LEI_
Attributes []:
hrs/admin@ALLBSD.ORG's Password:
Verifying - hrs/admin@RALLBSD.ORG's Password:
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kerberos> server enable="YES" /
kadmind5 server enable="YES" r\C.COnf-%Iﬁ

kpasswdd:server:enablez"YES"

# service kerberos start —_— - 4+ =
# service kadmind start @ (7 ) - EEIjJ
# service kpasswdd start — / ==
; : = A=
(B)/var/heimdal/kadmind.acl D RS
hrs/admin@ALLBSD.ORG all *
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# cd /usr/ports/net/openafs
# make install

/usr/local/etc/openafs: e 71ILEE

/var/openafs: T— 5 X—X 7 7 1 )UE:
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2014/11/13 (c) Hiroki Sato sato-FBSD20141 1 13 pdf 26 1468



> AFSIZE—DZRIZRZFH>TWS (

OpenAFST —/\

>» FI T EILEERDLD

» /afs/allbsd.org/....

2014/11/13 (c) Hiroki Sato

57 ClE—)

@ AFSDI)L— b ({EFRTOED)

abs@

file_A

file_B

/L allbsd.org

http://people.allbsd.org/~hrs/FreeBSD/

sato-FBSD20141 | | 3.pdf

stanford.e
du

file C

)l stanford.edu

2/ =



OpenAFST —/\

ARSIl D & F & R TE
> 7 )lidopenafsorg ICIR> TWADTIHI B Z S,
T 7 A )L b D Jusr/local/etc/openafs (Cdh D 7 71 )%
Jusr/local/etc/openafs/server [CHZEI S 5,

Jusr/afs/etc [T /usr/local/etc/openafs/server Z 189 symlink’x & <

# mkdir /usr/local/etc/openafs/server

# mv /usr/local/etc/openafs/* /usr/local/etc/openafs/server

mv: rename server to server/server: Invalid argument

mv /usr/local/etc/openafs/server/cacheinfo /usr/local/etc/openafs
mkdir /usr/afs

ln -s /usr/local/etc/openafs/server /usr/afs/etc

chmod 0770 /var/openafs

H= = H

# echo "allbsd.org" > /usr/local/etc/openafs/ThisCell

e http://people.allbsd.org/~hrs/FreeBSD/
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t)b%ﬁ&@“%AFW—/\‘@RR% DNSICEFRKY B
(Z ZTl& fsallbsdorg EWD Y V)

@ IN AFSDB 1 fs.allbsd.org.
_afs3-vlserver. udp SRV 0O 1 7003 fs.allbsd.org.
_afs3-vlserver. tcp SRV 0 1 7003 fs.allbsd.org.
_afs3-prserver. udp SRV 0 1 7002 fs.allbsd.org.
_afs3-prserver. tcp SRV 0 1 7002 fs.allbsd.org.

prserver: 1L—1 77— % RX—X (protection DB)

viserver: 1KY 2 —AIIE T — % X—X (volume location DB)
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AFSTZILHD Y —EX T > )N )L %8N

% kadmin -p hrs/admin add --random-key --use-defaults afs/allbsd.org@ALLBSD.ORG
hrs/admin@ALLBSD.ORG's Password:

http://people.allbsd.org/~hrs/FreeBSD/
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ERR U T2 KDCHSED H T

AFSKEYFILE: E WS EZERK T kadminext #3179 5RO HE S,
Z DL TRV E OpenAFSIEERFH L E WD TER |

# kadmin -p hrs/admin ¥
ext -k AFSKEYFILE:/usr/local/etc/openafs/server/KeyFile afs/allbsd.orgRALLBSD.ORG
hrs/admin@ALLBSD.ORG's Password:

http://people.allbsd.org/~hrs/FreeBSD/

2014/11/13 (c) Hiroki Sato sato-FBSD20141 | 13.pdf
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B U T2 2K

S5 AEEBRTE TWENE DD asetkey list & LND T

fERR T E %o

# asetkey list

DCHMSEYD

kvno 1: key i1s: 918c5858b562732c

All done.
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BOSH —/\Z B9 %

Basic Overseer Server; » TILOEEZEHELET 55—/
LI BILRBERE. DBY —/\NEEE S N TWSH E S DHERS,
(DNSEREDEE->TWS E. I I THosth' T 278 W)

wmu

o

Qu

# /usr/local/sbin/bosserver
# bos setcellname -server fs.allbsd.org -name allbsd.org -localauth

# bos listhosts fs2.allbsd.org
bos: running unauthenticated
Cell name is allbsd.org

Host 1 is [fs2.allbsd.orqg]

http://people.allbsd.org/~hrs/FreeBSD/ 40 e
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BOSD E I
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R xR0

L —H 2 BIN9 %

{

— oL

=R IC " sysadmin” Z3EI09 6 & B U,
BIEERZRD
XpllD 7z

=R

d—1Rafs"Ed B,

# bos adduser fs.allbsd.org sysadmin -localauth
# bos adduser fs.allbsd.org hrs.afs -localauth
# bos listusers fs2.allbsd.org
bos: running unauthenticated
SUsers are: sysadmin hrs.afs

BIEEAIRFA] 3 (c) Hiroki Sato
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H— /N1 VXYV XA %ZEIT S
BUTF— /X, PTH—JX, VI—/\ZEENT 5L

el
iz
il

# bos create fs.allbsd.org buserver simple ¥
/usr/local/libexec/openafs/buserver -localauth

# bos create fs.allbsd.org ptserver simple ¥
/usr/local/libexec/openafs/ptserver -localauth

# bos create fs.allbsd.org vlserver simple ¥
/usr/local/libexec/openafs/vlserver -localauth

# bos status fs.allbsd.org

bos: running unauthenticated

SUsers are: sysadmin hrs.afs

http://people.allbsd.org/~hrs/FreeBSD/
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T—/I\A VAT VA %ZEINT S
bos status AN Y KR TR ZEZRTE S

# bos status fs.allbsd.org -long -localauth

Instance buserver, (type 1s simple) currently running normally.
Process last started at Thu Nov 13 15:50:55 2014 (1 proc starts)
Command 1 is '/usr/local/libexec/openafs/buserver'

Instance ptserver, (type 1s simple) currently running normally.
Process last started at Thu Nov 13 15:51:40 2014 (1 proc starts)
Command 1 is '/usr/local/libexec/openafs/ptserver'

Instance vlserver, (type 1is simple) currently running normally.
Process last started at Thu Nov 13 15:51:47 2014 (1 proc starts)
Command 1 is '/usr/local/libexec/openafs/vlserver'

e http://people.allbsd.org/~hrs/FreeBSD/
2014/11/13 (c) Hiroki Sato sato-FBSD20141 | 13.pdf
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ST/

afsserver enable="YES"

# service afsserver restart
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e e MR
/usr/local/etc/openafs/CellServDBDIP 7 ~ L X C[]HY
FTWTWiEesSHT

% cat /usr/local/etc/openafs/CellServDB
>allbsd.org #Cell name
[192.168.2.1] #fs.allbsd.org

http://people.allbsd.org/~hrs/FreeBSD/

sato-FBSD20141 | | 3.pdf 39 155
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PTTF— I N— |, AFSTIIREZZEEXT 5

# pts createuser sysadmin -id 1 -localauth
# pts adduser sysadmin system:administrators -localauth

# pts createuser hrs.afs -id 21001 -localauth
# pts adduser hrs.afs system:administrators -localauth

http://people.allbsd.org/~hrs/FreeBSD/

sato-FBSD20141 | | 3.pdf 40 /35
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PTTF— I NX—X |, AFSTIIRZEZZEEXT S

# pts listentries -user -localauth

Name

anonymous

hrs.afs

sysadmin

ID Owner Creator

327766 -204 -204
21001 -204 -204
1 -204 -204

# pts listentries -group -localauth

Name

system:
system:
system:
system:
system:

administrators
backup

anyuser
authuser
ptsviewers

BIEEAIRFA] 3 (c) Hiroki Sato

ID Owner Creator

-204 -204 -204
-205 -204 -204
-101 -204 -204
-102 -204 -204
-203 -204 -204
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afsd enable="YES"

# service afsd start
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FSH—INA VR Y VA ZENNT %
3O RZEIRKT S

# bos create fs.allbsd.org fs fs ¥
-cmd /usr/local/libexec/openafs/fileserver ¥
-cmd /usr/local/libexec/openafs/volserver ¥
-cmd /usr/local/libexec/openafs/salvager -localauth

http://people.allbsd.org/~hrs/FreeBSD/
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MY a1—ALAZDLK %

root.afs DY /afs [C. root.cell DY /afs/allbsd.org (X ity

# vos create fs.allbsd.org /vicepa root.afs -localauth

Volume 536870915 created on partition /vicepa of fs.allbsd.org
# vos create fs.allbsd.org /vicepa root.cell -localauth

Volume 536870915 created on partition /vicepa of fs.allbsd.org

# vos listvol fs.allbsd.org -localauth
Total number of volumes on server fs.allbsd.org partition /vicepa: 1

root.afs 536870915 RW 2 K On-line
root.cell 536870915 RW 2 K On-line
Total volumes onLine 1 ; Total volumes offLine 0 ; Total busy 0

http://people.allbsd.org/~hrs/FreeBSD/
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DESDKerberosiizx{F 25K DICcLTHLL Z &
(/etc/krb5.conf)

[libdefaults]
allow weak crypto = TRUE
default etypes = des-cbc-crc
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# cd /afs/allbsd.org

# 1ls -al
total O
ls: .: Permission denied

http://people.allbsd.org/~hrs/FreeBSD/
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e r/tzX |

% kinit hrs/afs@ALLBSD.ORG
hrs/afs@ALLBSD.ORG's Password:
% aklog -d

Authenticating to cell allbsd.org (server fs.allbsd.orqg).

Trying to authenticate to user's realm ALLBSD.ORG.
Getting tickets: afs/allbsd.org@ALLBSD.ORG

Using Kerberos V5 ticket natively

About to resolve name hrs.afs to id in cell allbsd.org.
Id 21001

Set username to AFS ID 21001

Setting tokens. AFS ID 21001 @ allbsd.org

# cd /afs/allbsd.org

# 1s -al

total 5

drwxrwxrwx 2 root wheel 2048 Nov 13 17:38 ./
drwxr-xr-x 5 root wheel 2048 Jan 1 1970 ../

Sato-rodpv Lvi4l 1 15.par
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kinit CHE%Z BUS. aklog TAFSHE IC Z A
»EIFBERICGEHAEEZCTED

% kinit hrs/afs@ALLBSD.ORG

hrs/afs@ALLBSD.ORG's Password:

% aklog -d

Authenticating to cell allbsd.org (server fs.allbsd.orqg).
Trying to authenticate to user's realm ALLBSD.ORG.
Getting tickets: afs/allbsd.org@ALLBSD.ORG

Using Kerberos V5 ticket natively

About to resolve name hrs.afs to id in cell allbsd.org.
Id 21001

Set username to AFS ID 21001

Setting tokens. AFS ID 21001 @ allbsd.org

# cd /afs/allbsd.org

# 1ls -al

total 5

drwxrwxrwx 2 root wheel 2048 Nov 13 17:38 ./
drwxr-xr-x 5 root wheel 2048 Jan 1 1970 ../

Sato-rodpv Lvi4l 1 15.par
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777 7 Al

% fs listacl /afs/allbsd.org
Access list for /afs/allbsd.org is

Normal rights:
system:administrators rlidwka

% fs setacl /afs/allbsd.org system:anyuser rl
$ fs listacl /afs/allbsd.org
Access list for /afs/allbsd.org is

Normal rights:
system:administrators rlidwka

system:anyuser rl

e http://people.allbsd.org/~hrs/FreeBSD/
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SEB%ZEMNT BICIE?

FSH—IfElFZIG LV |

H L WH—/\(fs2.allbsd.org) :

» bos setcellname LT, FSA VY RY 2V AD % TE)
B A —/\

t)lIcfs2.allbsd.orgZz:ENNYT %

» bos addhost fs.allbsd.org fs2.allbsd.org -localauth
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http://people.allbsd.org/~hrs/FreeBSD/
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kintMEE WS 2 ElE, cronEMNMFEDTBD?

- HENUDHEZED HUTHWT kintd 5

#!/bin/sh
/usr/bin/kinit -t /etc/cron.keytab cron/afs
/usr/local/bin/aklog -setpag

/usr/local/bin/unlog
/usr/bin/kdestroy

2014/11/13 (c) Hiroki Sato http://people.allbsd.org/~hrs/FreeBSD/

sato-FBSD20141 1 13.pdf 5388
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